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M. Chairman and nenbers of the Commttee, thank you for
inviting nme to testify today. My name is Elliot M ncberg, and
| amvice president, general counsel, and |egal director of
Peopl e For the Anmerican Way Foundation, a 300, 000- menber
citizens organization dedicated to protecting civil and
constitutional rights and to pronoting effective public
educati on.

As we prepare to enter the 21° Century, a key issue for
People For and its nmenbers, and for many ot her Anericans,
concerns access to and restrictions on the Internet, including
in public schools and libraries. W served as co-counsel in
the Reno v. ACLU case in which the Suprene Court struck down
the federal Conmunications Decency Act. Along with a broad
spectrum of journalists, publishers, Internet service
providers, and others, we filed an am cus curiae brief in
support of the prelimnary injunction recently issued agai nst
the enforcenent of the federal COPA (“Child Online Protection
Act”) legislation. W have represented a group of citizens in
Loudoun County, Virginia in a successful challenge to a
restrictive public library Internet policy in Miinstream
Loudoun v. Board of Trustees of the Loudoun County Public
Li brary, 24 F. Supp. 2d 552 (E.D. Va. 1998). To the best of
our know edge, the court’s decision in that case is the first
in the nation to directly address the constitutionality of a
mandatory library Internet filtering policy. W have al so
filed amcus curiae briefs in Kathleen R v. Gty of
Livernore, in which a state court has rejected an effort to
force libraries to restrict the Internet. | also serve on the
board of directors of the Internet Education Foundation and
have participated in nunerous conferences and foruns on
Internet-rel ated i ssues. Perhaps nost inportant, we have
advi sed and consulted wth numerous parents, teachers,
I'ibrarians, school districts, and libraries across the
country, who have successfully dealt with Internet access
issues in their local communities without |awsuits and w thout
restrictive federal |egislation.
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Based on this experience, we strongly agree with those
who have extolled the trenmendous benefits of Internet access
for schools, libraries, and famlies across Anerica. W al so
believe that filtering and rel ated technol ogi es can and shoul d
play an inportant role with respect to Internet access,
particularly for parents and children. But nandatory I nternet
filtering in public libraries and schools, particularly if
mandat ed by the federal governnment as a condition on E-rate
access, raises serious |egal and constitutional problens and
threatens to frustrate the trenmendous potential of the
| nt ernet.

Three facts lead to this conclusion. First, as the courts
have consistently ruled, governnent attenpts like S.97 to
restrict the Internet and Internet access are subject to
strict scrutiny under the First Amendnent and, so far, have
been rul ed unconstitutional. Second, mandatory Internet
filtering, even when inposed by public libraries and schools
t hensel ves, can create significant First Amendnent probl ens
and ignore nore effective alternatives. Finally, federa
Internet filtering mandates would multiply these |egal
probl ens, inpose unjustified federal nmandates on local library
and school boards, and interfere with nore effective | ocal
efforts to deal with Internet access issues.

1. Governnent attenpts like S.97 to restrict the Internet or
| nternet access using “harnful to mnors” and simlar
prohi biti ons have been consistently subjected to strict,
and fatal, First Amendnent scrutiny

S. 97 seeks to require the use of Internet filtering to
bl ock materi al deened by soneone to be “harnful to mnors.”
Last year, S.1619 used the phrase “inappropriate for mnors.”
The Commruni cati ons Decency Act sought to ban “indecent” or
“patently offensive” material. The Loudoun County library
board required Internet filtering in order to bl ock
information, including material “harnful to juveniles.”

The federal courts have considered First Amendnent
chal | enges to four attenpted governnent restrictions on the
Internet or Internet access using these terns. In each one of
t hose cases, the courts have ruled that the governnent
restrictions are presunptively invalid and nust be subject to
strict First Amendnent scrutiny. That neans that such
restrictions can be upheld only if the governnment can show



that they are necessary to serve a conpelling governnent
interest and are the least restrictive nmeans to pronote that
interest. In each case, noreover, the courts have issued
permanent or prelimnary injunctions against these governnent
mandat es. These rulings include the CDA and Loudoun County
deci sions, where the Suprene Court and a federal district
court in Virginia ruled those governnent restrictions
unconstitutional, as well as prelimnary injunctions issued
agai nst the COPA legislation and a permanent injunction

agai nst a New Mexico “harnful to mnors” Internet statute. See
Reno v. ACLU, 521 U. S. 844 (1997)(CDA); WMainstream Loundoun,
supra (mandatory library Internet filtering); ACLU v. Reno, _
F.Supp. 2d _ (E.D. Pa. Feb.1, 1999) (COPA); ACLU v. Johnson, 4
F. Supp. 2d 1029 (D.N.M 1998) ( New Mexi co statute).

The reason for these rulings is clear, and very inportant
as this Commttee considers |legislative proposals in this
area. As the courts have expl ained, proposed “harnful to
mnors” and simlar limtations are attenpted content-based
restrictions of speech that is clearly protected at | east as
to adults, and possibly for older mnors. As the Suprenme Court
expl ai ned, for exanple, the CDA could apply to “large anounts
of nonpornographic material with serious educational or other
val ue,” such as “a serious discussion about birth control
practices, honpsexuality, the First Amendnent issues raised by
the Appendix to [the] Pacifica opinion, or the consequences of
prison rape.” Reno v. ACLU, supra, slip op. at 32,25. This is
particularly true for adult and other patrons served by public
libraries, and for older students in sonme high schools. It
woul d be a serious m stake, for the sake of our |ibraries and
schools as well|l as the First Amendnent, to force themto bl ock
all such material on the Internet.

2. Mandatory Internet filtering, even when inposed by public
l'i braries and school s thensel ves, raises serious First
Amendnent probl ens and can ignore nore effective
al ternatives

The only court case so far to consider the issue of a
public library or school board nmandati ng the use of Internet
filters is the Loudoun County case, which offers sonme
i nportant | essons about the | egal and other problenms with such
policies. In a split vote, the library board enacted a policy
requiring that all Internet term nals be equi pped at al
times, for adults and anyone el se, with software bl ocking al



material that could be deenmed harnful to juveniles, obscenity,
or child pornography. Library staff quickly concluded that
there is of course no filtering software that can bl ock only
material that is legally “harnful to mnors” or outside the
First Amendnent. After staff evaluation in late 1997, the
library purchased what it considered the nost effective

sof tware avail abl e —bl ocki ng software called “X-Stop.” X-
Stop’s CEO admtted in the Loudoun case that filtering

sof tware conpani es cannot as a nmatter of |aw and generally do
not even attenpt to distinguish legal fromillegal materials,
whet her based on “harnful to mnors” or other standards.

As the court in the Loudoun case found, however, it was
undi sputed that X-Stop bl ocked websites that contained
absolutely no material covered by the policy. Library staff
and Loudoun residents we represented in the case found a | arge
nunber of bl ocked sites, such as the Anerican Associ ation of
University Whnen, the Heritage Foundation, the Yale G aduate
Bi ol ogy Program a nunber of sex education-related sites, and
a beani e babi es web page. The library board’ s own expert
w tness concl uded that X-Stop inproperly blocked non-
por nographic sites, and that it also failed to bl ock what he
considered sites “likely to be found obscene” 16% of the tine.

The court found that the Loudoun policy violated the First
Amendnent on several grounds. First, applying the strict
scrutiny test, it determ ned that the policy was not necessary
to pronote a conpelling governnent interest. The court agreed
that the interests in “mnimzing access to illegal
por nography” and avoiding a “sexually hostile environnent”
were conpelling. But as the court explained, the board failed
to denonstrate that the danger of these harnms fromunfiltered
access in the Loudoun |ibrary environnent was real and that
the policy was therefore necessary. Despite extensive research
by library staff and by a national expert hired by the Board,
the only avail abl e evidence was a single conplaint in another
Virginia library, which was resol ved through the use of
privacy screens, and news reports of a few isolated incidents
inthe entire United States. The Board s expert’s own
statenents, the court explained, indicated that such problens
are “practically nonexistent.” Loudoun, supra, slip op. at 31.
(Al' t hough the Board s expert and other advocates have since
claimed to have found nore exanples, none of these were
submtted to the court or otherw se independently
scrutinized.) Along the sane |lines, the Suprene Court in Reno
cited findings and testinony that “[a]l nost all sexually
explicit imges are preceded by warnings as to the content,”




and that the “’odds are slim that a user would cone across a
sexual ly explicit sight by accident.” Reno, supra, slip op. at
23. In light of such findings, nmandatory bl ocking policies
such as the one in Loudoun are likely to continue to be found
to fail strict scrutiny.

The court also found that the policy failed strict scrutiny
because it was not the |east restrictive nmeans to acconplish
its objectives. This was in part because the policy
del i berately reduced adults to what was fit for juveniles by
seeking to inpose the “harnful to juveniles” standard upon
everyone, even if the software had been able to be nore
precise. In addition, the court found that there were a nunber
of specific less restrictive alternatives avail able, such as
acceptabl e use or internet access policies and allow ng adults
to decide for thensel ves whether or not to utilize a filter.
After the court’s decision in Novenber, the Board adopted just
such a policy, and by all reports, it has worked successfully.
We are hopeful that with the adoption of this new policy, the
case will be able to be resolved in full w thout further |egal
pr oceedi ngs.

The court also ruled that the policy was unconstitutional
for another reason: it inposed an illegal prior restraint on
speech. The use of bl ocking software effectively censored
t housands of sites without any kind of |egal test or due
process before access was cut off to library patrons, wthout
any specific standards, and based on the subjective (and often
i naccurate) judgnents of software conpany enpl oyees. The
policy failed to include any of the procedural safeguards
consistently required by the courts even where |ocal |aw
enforcenent enforces constitutional obscenity | aws, such as
expeditious adm nistrative and judicial revieww th the censor
bearing the burden of proof. As the court explained, a |ibrary
board or other public entity “cannot avoid its constitutional
obligation by contracting out its decisionmaking to a private
entity” like a software conpany. Loudoun, supra, slip op. at
42.

The decision in Loudoun nmakes clear that, at the very
| east, serious constitutional, |egal, and practical problens
are rai sed by mandatory filtering policies adopted by public
libraries. This is particularly true where policies apply to
all users, including adults, and offer no flexibility or
al ternatives. Al though courts are generally nmuch nore
reluctant to overturn decisions by school districts concerning
materials utilized wthin a school, particularly where



curriculum deci sions are concerned, there may be significant
probl ens for school districts as well. Mich of the tine,

school Internet access is provided in school libraries,
avai l able to students for use on their own tine. Despite the
deference generally accorded to school officials, the courts
have made cl ear even recently that inproper content-based

deci sions to censor or renove materials from school libraries
can be successfully challenged in the courts. See, e.g.,
Canpbel | v. St. Tammany Parish School Bd., 64 F.3d 184 (5'"
Cir. 1995)(reversing grant of summary judgnment for school
board in challenge to renoval of book from school library);
Case v. Unified School Dist., 908 F. Supp. 864, 875 (D.Kan.
1995) (ruling that school district inproperly renoved book from
school library because of “disagreenent with the ideas
expressed”). At the very least, school officials should
carefully consider the reasons and need for filtering policies
in the specifics of particular school environnents and the
vari ous nmethods available to acconplish their objectives
before adopting policies in this area.

In fact, many schools and |ibraries have gone through
precisely this kind of process concerning Internet access, and
have cone up with effective local solutions suited to their
| ocal needs. Sone involve sone use of filtering. Sone do not.
For exanple, both in a small town just south of Spokane,

Washi ngton, and in ny daughter’s m ddl e school in suburban
Washi ngt on, school officials have decided not to enpl oy
mandatory filters, but instead to design and i npl ement
“acceptabl e use” policies that oblige students to learn to use
the Internet properly. Different practices may be enpl oyed
even within the sanme school district depending on the age of
students, where and how the Internet is used, the anmount of
supervi si on exerci sed, whether problens are in fact
encountered, and a host of factors. W encourage that kind of
| ocal review and devel opnent, which brings ne directly to ny
final point — the dangers of federal mandates in this area.

3. Federal filtering mandates woul d i ncrease | egal problens,
i npose unjustified federal requirenments on schools and
libraries, and interfere with local efforts to deal nore
effectively with Internet access issues

For public schools and libraries, a federal requirenent
that they mandate filtering in order to receive E-rate access
will only multiply | egal problens. Their mandatory filtering



policies would still be subject to the sane type of
constitutional challenges as in the Loudoun case. In fact,
since many woul d feel they have no choice but to adopt
mandatory filtering i medi ately regardl ess of their |ocal
needs or conditions, it would be less likely that they would
devel op the specific educational and other rational es and
review of available alternatives that could hel p them defend
their policies in court. The result could well be to multiply
litigation around the country and to nmake it less likely that
many | nternet access policies using filtering would be
successful .

Under S.97, this problemcould be particularly acute for
public schools, which would be required to adopt nmandatory
filtering for E-rate access, regardless of their particul ar
educational needs or available alternatives. Although S. 97
woul d not expressly require all libraries to adopt policies as
severe as in Loudoun County, libraries would al so face
probl enms. Each of the many libraries with only one Internet-
accessing conputer would have to mandate filtering or certify
that it uses a “reasonably effective alternative neans.”

Al though S. 97 forbids the federal governnent fromreview ng
decisions as to what material is harnful to mnors, libraries
could face federal scrutiny under the bill of the

ef fecti veness of such “alternative neans.” This could push
many towards reflexively adopting mandatory filtering. Legal
and practical problems could simlarly arise for libraries
with two or nore conputers but which have technical problens
with outfitting nmultiple conputers differently or could be
forced to severely curtail the anount of unfiltered access to
library users.

All these legal dilemas would exist for proposals such as
S. 97 regardl ess of whether the legislation itself could be
chal | enged under the First Amendnent. In addition, however,
such a provision itself could well violate the First Amendnent
by inproperly requiring that protected speech be infringed in
order for libraries and schools to receive E-rate access. As
the report of this Commttee on S. 1619 recogni zed | ast year,
the answer to this question depends upon whether the provision
is nore like the abortion “gag rule” upheld in Rust v.
Sullivan, 500 U.S. 173 (1991), or the programin which a
public university subsidized the expenses of student
publ i cations other than a Christian student newspaper in
Rosenberger v. Rector and Visitors of the University of
Virginia, 515 U.S. 819 (1995). As the Commttee report also
recogni zed, this in turn depends on whether the governnent is




t he speaker or subsidizer of a particular nessage, or whether
it is seeking to encourage a diversity of views and types of
free expression. See S. Rep. No. 105-226 (June 25, 1998) at 5.

Thi s question, however, nmust be answered not fromthe
perspective of schools or libraries, as suggested in | ast
year’s Commttee report, but fromthe perspective of the
federal government, which would be inposing the filtering
mandate. Fromthe federal governnment’s perspective, it is
clear that a wde diversity of Internet-based expression is
bei ng encouraged and pronoted, but that the federal |aw
si ngl es out and excl udes so-called “harnful to m nors” speech.
That is nmuch nore like the university’s exclusion of religious
speech in Rosenberger than it is |like Rust. Indeed, even after
Rust, the federal courts have nade clear that attenpts to
i npose conparable restrictions on First Amendnent expression
of recipients of governnent benefits or subsidies renmain
unconstitutional. See, e.g., Board of Trustees of Stanford
University v. Sullivan, 773 F. Supp. 472 (D.D.C. 1991) (ruling
unconstitutional requirenment prohibiting governnent grant
recipients frompublicly discussing or publishing prelimnary
research results w thout federal approval).

Apart fromthe strictly |legal and constitutional argunents,
a federal requirenent like S. .97 applying to every public
school and library in the country as a condition for E-rate
access is clearly unwise. It directly contradicts principles
of federalism local control, and avoi ding federal mandates
advocated by nenbers of both parties in this Congress. In the
specific context of Internet access, there is little or no
evi dence that |ocal school and |ibrary authorities cannot deal
wth this issue. Indeed, there is a great deal of evidence
precisely to the contrary, sone of which this Commttee has
heard today. A federal mandate would interfere with school -
based acceptabl e use policies and other nethods that can nore
effectively deal with Internet access issues than a nonolithic
federal requirenent. In addition, although we disagree with
| ast year’s COPA legislation, we do agree with the House
Commerce Conmittee’s conclusion that a “national mandate
requiring the use of blocking or filtering could lead to
private censorship or inadvertent blocking.” H Rep. No. 105-
775 (Oct. 5, 1998) at 19.

Last Novenber, the U S. National Comm ssion on Libraries
and I nformati on Sci ences conducted an all-day hearing as part
of an extensive inquiry into the subject of “Kids and the
Internet: the Prom se and the Perils.” The Conmm ssion



concl uded that public and school libraries should carefully
establish Internet use policies, which could include a nunber
of different el enents based on | ocal needs and conditions,
sonetinmes including sonme use of filtering software. It

promul gated specific guidelines for libraries to use in
formul ating policies. But the Conmm ssion specifically did not
advocate mandatory filtering for all situations, and
specifically did advocate that these decisions be nade at the
| ocal level. As the Conm ssion’s executive director explained,
“I'itbraries [and | woul d add schools] are the | evel of
government closest to the people — it is not appropriate for
the federal governnment to step in.” C. Mcarinta, Agency
Frowns on Net Filtering,

CNET news.com (Feb. 17, 1999) (www. news. com news/

ltem 0, 4, 32492, 00. ht M ). That fundanental principle should be
respected by us all.

| ndeed, any federal action at this time would be
particul arly inappropriate because prior to the end of this
year, Congress will receive a report froma commssion it
created to address precisely this issue. As part of | ast
year’s COPA | egislation, Congress created a tenporary
Comm ssion on Online Protection, which is conposed of
government and industry representatives, and which is to
conduct a study regarding “nmethods to help reduce access by
mnors to material that is harnful to mnors on the Internet.”
H Rep. 105-775 (Qct. 5, 1998) at 28-29. Congress should
carefully study this report before taking action. |If any
federal role is appropriate, it may turn out to be a proposal
such as that by Senator Burns |ast year to ensure that schools
and |ibraries adopt Internet use policies focusing on mnors’
use of the Internet without dictating the specific contents of
those policies. This is simlar in principle to NCLIS
recommendations. A federal Internet filtering mandate,
however, would not only raise serious |egal and constitutional
probl ens, but would also frustrate effective devel opnent of
the Internet and the objectives that the nandate itself is
designed to pronote.

Thank you very nuch.



